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Executive Summary

AI-driven cyber-offense capabilities are continuing to improve (e.g., Anthropic recently reported a
cyber threat created and executed using AI tools) [9, 50] and system size and complexity continue
to increase (e.g., with increasing deployments of agentic workflows in various aspects of enterprise
workflows and AI-generated systems). In this setting, we argue that classical approaches to cy-
bersecurity that rely on human timescales for exploration, detection, and mitigation will become
increasingly inadequate. To defend our digital and cyberphysical infrastructures, we believe that
cybersecurity defenses will have to be autonomous or partially autonomous and operate at machine
timescales; we call this Cyber Autonomy, and make the case for developing the scientific foundations
to realize this vision.

In particular, we argue it is necessary to rethink traditional security research and develop-
ment, focusing on an integrative system-wide approach rather than siloed research explorations. By
integrative, we mean not only looking at individual subcomponents, research challenges, and stake-
holders, but also taking a holistic view on how the various components, stakeholders, and research
outcomes will interact in a deployed operational environment. This entails: (1) creating capabili-
ties for the design and implementation of end-to-end autonomous attack and defense systems; (2)
devising frameworks for understanding interactions across multiple stakeholders including human
operators, AI vendors, security vendors, and platform providers; and (3) developing foundations
and empirical evaluations for rigorously understanding the interactions between diverse attack and
defense systems and environments. By embracing such an integrative approach, we believe the com-
munity can create the foundations—algorithms, systems, datasets, and benchmarks—to advance
and evaluate future AI-driven autonomous and semi-autonomous attack, defense, and operational
capabilities. Admittedly, we have more questions than answers, and we likely have coverage gaps
in the set of questions and even the types of questions we are asking. Our goal in writing this
manifesto-style paper is a community-wide call for action to highlight research, development, and
operational challenges that need to be overcome if we are to successfully meet the rising threats.
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Figure 1: The contrast between today’s human-timescale of responses to attacks and a
future vision of much more autonomous cyber operations. The figure highlights a log-
ical observe-orient-decide-act (OODA) loop that such largely autonomous workflows
will employ and how it relates to the technical thrusts (T1: Algorithmic foundations;
T2: Systems support; T3: Human factors; T4: Evaluation arena) we highlight in Fig-
ure 2.

1 Introduction

The world is at a pivotal moment in which advances in AI are dramatically changing the playing
field in cybersecurity. Thanks in part to AI coding assistants, our ability to quickly build and deploy
new features and systems far exceeds our ability to secure them. AI is concurrently changing how
cyber threats evolve and has already created new capabilities for attackers. For instance, our early
work at CyLab has shown the feasibility of autonomously generating exploits (e.g., [1]) and carrying
out complex, multi-stage attacks (e.g., [77]), foreshadowing capabilities that are now appearing in
the wild [8]. These new attacker capabilities, combined with the rate at which new code is being
produced, mean that attacks will increase in number, velocity, intensity, and breadth. This will
create an unprecedented level of risk for all types of organizations and networks, from non-profits
and universities, to commercial enterprises, to government and critical infrastructure.

Setting: Imagine a hypothetical company ACME Enterprises. ACME Enterprises needs to secure
their critical assets (e.g., proprietary data, critical machines) against existing threats and emerging
autonomous attacks. A typical deployment of cybersecurity defenses will consist of capabilities to
inform the OODA (observe-orient-decide-act) loop [66] in the Security Operations Center (SOC).
The SOC’s goal is to choose suitable security postures for various types of assets and scenarios based
on the current operating context. To do so, the SOC requires the following capabilities: (1) Observe:
Telemetry capabilities at hosts and network vantage points; (2) Orient: Data processing capabilities
to make sense of the telemetry and provide useful contextual information to the SOC; (3) Decide:
Offline and online emulation capabilities to run what-if analysis scenarios to inform the AI ML
capabilities in the policy layer; (4) Act: Defense enforcement capabilities available at host and
network vantage points and orchestrated effectively to implement the suggested actions to avoid,
investigate, or remediate attacks.
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Why now and why we need foundational research: For settings like our hypothetical ACME
enterprise, we project that for the foreseeable future, system complexity will continue to grow and
AI-powered attacks will lower the cost to launch and scale attacks against their infrastructures. The
existing mechanisms, protocols, and processes used to secure enterprises are based on a “human
attacker” mindset (see Figure 1). Today’s security operations still significantly rely on manually
predefined rules that grant or deny access based on simple heuristics and on defender input delivered
on a human time scale. To tackle the emerging and growing threats, we will need several orders
of magnitude (say 100×) improvements in our ability to defend systems at scale, at low cost, and
against novel emerging threats. While speed, scale, and velocity are critical, we also need to tackle
practical concerns with respect to trust, accountability, cost, vendor interactions, complex (and
dynamic unbounded)1 environments, among other things.

An integrative research methodology: To develop defenses capable of meeting such threats,
we argue that we need a different paradigm for cybersecurity, development, and experimentation
that departs from conventional siloed approaches. Today, plenty of excellent security research and
development focuses on a specific piece of the puzzle, such as studying password usage (e.g., [58]),
bug finding [29,31], or patching capabilities [54,55], in isolation, without holistically evaluating how
the creation of a specific new capability would change the balance between attackers and defenders.
While this hyperspecialized focus has been and will continue to be valuable, we argue that to create
a rigorous foundation for Cyber Autonomy we need to “go back to the future” and take inspiration
from the early days of computing and security. In particular, in the early days of computer security
and computer systems, there was a more holistic approach and focus on building systems that were
operational or at the very least functionally near operationalizable [22,26,51].

By integrative, we mean that developing the foundations for Cyber Autonomy includes, but
needs to go beyond, discovering new zero-days (e.g., [34]), guardrails for prompt-injection attacks
(e.g., [53]), or autonomously solving CTFs (e.g., [91]) and code challenges (e.g., [18, 92]). While
research and development on these and many other building blocks is important and necessary, we
argue that the research community needs to look at the problem holistically and create founda-
tional abstractions, artifacts, datasets, and benchmarks, and evaluate them in realistic system-wide
settings to move the proverbial needle. This integrative philosophy is characterized by three facets:

• End-to-end designs and implementations of autonomous defense and red-team systems:2 Our
example ACME SOC is in charge of defining an overall security posture of the entire system,
not just of a subsystem or a piece of code. That is, they need mechanisms to defend the whole
networked system against future autonomous attacks. As the security community knows,
understanding the capabilities of future attackers is critical to ensuring a good defense. Thus,
our ACME SOC also needs to invest in proactive end-to-end red-team systems to continuously
stress-test their security postures.

• Holistic implications for multiple stakeholders including human operators: Our ACME SOC
needs to manage the entire networked system, potentially using both in-house capabilities and

1For instance, many enterprises cannot have a well defined perimeter or do not have mechanisms to completely
enumerate assets.

2We note that this is different from the end-to-end arguments in system design that argue for placing functionality
in the end-host stack rather than intermediate network devices, unless there is a significant performance advantage to
doing so [74]. Rather, we use the term end-to-end in the sense of designing, implementing, and evaluating operational-
izable or near-operationalizable solutions that consider the system, workloads, users, and operators holistically [39].
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Figure 2: High-level vision of the key technical thrusts in Cyber Autonomy and the
stakeholders who will benefit from the advances.

solutions from multiple vendors (e.g., AI/ML vendors, SIEM vendors, network vendors, end-
point security vendors) to achieve their goals. Solutions for Cyber Autonomy should consider
the practical ecosystem realities and inform the interfaces, collaborations, and interactions
across multiple stakeholders. Finally, even with autonomous operations, we envision human
operators will still need to be accountable for agents acting on their behalf and thus operators
will need corresponding tools to explain, inspect, and verify AI-cyber capabilities.

• Rigorously understanding the interactions between diverse attack and defense systems in re-
alistic environments: To inform their deployment and security postures, the ACME SOC
operators will need to make informed judgments on how different attack and defense so-
lutions perform in their specific environments. Rather than rely on guesswork or on public
benchmarks that may not reflect the specific environments, the SOC operators will need capa-
bilities to evaluate offered vendor components and integrated systems rigorously in their own
setting. More generally, the overall ecosystem of stakeholders will need evaluation capabilities
analogous to AI evaluations and benchmarks (e.g., [43,48,79]). Our ACME SOC is in charge
of delivering an overall security posture for the entire system, not just a subsystem. That
is, they need mechanisms to defend the whole networked system against future autonomous
attacks. As the security community knows, understanding the capabilities of future attackers
is critical to ensure good defense. Thus, our ACME SOC also needs to invest in proactive
red-team systems to continuously stress test their security postures.

This integrative philosophy permeates the research thrusts areas that we outline next.

Technical thrusts: In this whitepaper, we identify the need for interdisciplinary advances along
four interconnected technical thrusts as shown in Figure 2. While we logically separate these areas
for ease of exposition, they are fundamentally interconnected in line with our integrative systems
philosophy. For instance, to be useful, the algorithmic foundations (Thrust 1) rely on telemetry,
data processing, and orchestration advances from the systems foundations (Thrust 2). Similarly,
both the algorithmic and systems foundations will benefit from the workloads and datasets created
as part of the evaluation arena (Thrust 4). In a similar vein, the human-AI collaborative capabilities
(Thrust 3) will aid and inform the algorithmic, systems, and arena advances. These advances will
yield cross-cutting benefits across a wide range of stakeholders: developers, AI vendors, security
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vendors, SaaS providers, hardware providers, platform vendors, system integrators, as well as policy
makers and policy advisors.

• Thrust 1: Advance the algorithmic foundations for end-to-end autonomous defense and red-
teaming capabilities

As AI-driven attacks become faster and more effective, we need defenses that react faster,
more effectively, and sometimes, but not always, with less human oversight [8]. To help
defenses stay ahead of AI-driven threats, we argue that we need to accelerate the development
of autonomous and semi-autonomous defense techniques, including white-hat red-team and
cyber-offense capabilities to enable proactive defenses. This acceleration can also be helped
by lowering the barrier for experimentation with and design of such algorithms, enabling a
wider community of builders (and AI systems) to contribute novel ideas [19].

• Thrust 2: Develop new data-plane and control-plane systems in support of cyber autonomy

To power future autonomous cyber defenses, we will need novel systems foundations (e.g.,
real-time data processing, novel AI-driven log processing capabilities, and software-defined
data- and control-plane capabilities) [30, 32, 89, 90]. The key challenge here is one of scale,
cost, and responsiveness to keep up with the machine-timescales of attacks and defenses.

• Thrust 3: Understand and accommodate human-factors constraints in designing, implement-
ing, and operationalizing autonomous defenses

While we need to advance the algorithmic and systems foundations, we also envision the need
to advance our understanding of the human-AI interactions across multiple stakeholders. This
includes creating a foundational understanding of the role of human operators in autonomous
defenses, and building in explainability and guardrails from the get-go. In addition, we also
need to create foundations for upskilling a future cyber workforce and creative mechanisms
for sharing insights, datasets, and best practices (e.g., analogous to Indicator-of-Compromise
sharing in sector-specific ISACs [2]).

• Thrust 4: Create and maintain a neutral and broadly available evaluation platform or “Cyber
Autonomy Arena” for empirical grounding

To have a common empirical grounding to advance our understanding and evaluate emerging
capabilities, we argue that we need to design and maintain a community-wide Cyber Autonomy
Arena to enable objective and realistic evaluations of novel attack and defense capabilities. In
addition, this arena or vendor-neutral playground will serve as a platform to create datasets
and best practices that enable continuous improvements for the artifacts in the previous
thrusts.

Cross-cutting challenges: As we formulate these technical thrusts, we note several cross-cutting
practical challenges across all of these thrusts. A first concern is cost and sustainability; are future
autonomous solutions economically viable and sustainable. A second concern is vendor lockin as
the gap between locked and open AI models widens; i.e., is it possible to achieve the benefits with
open and open-source solutions or in vendor-agnostic ways. A third concern relates to practical
enterprise realities and loci of control; many enterprises may not even know what assets they have
or not have control over devices that interact with their assets. A final and overarching concern
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is balancing human cognition and automation; while we envision many parts of the operational
workflows can get automated, mission critical decisions will still need human-in-the-loop decision
making.

Risks: A potential risk stemming from a research agenda that proactively considers novel threats
is that evildoers can also learn from potential developments. We argue that supporting open,
innovative, and foundational research is the only way to stay ahead of the curve; “security by
obscurity” was never a safe option and will not be one in the AI era. A second risk is that academia
trails the state of practice. To this end, we will need to actively engage key industry partners to
make sure that the research is focused on medium- and long-term foundational problems, while at
the same time being driven by near-term feedback from practitioners, including from interactions
that include producing open-source artifacts and data sets in the short term.

2 Research Thrusts and Challenges

We frame four broad research thrusts and identify subareas, or tasks, that we believe need further
exploration; we also pose some open questions for the research community. We say this with one
very important caveat—we intend this articulation of questions primarily as a means to spark a
broader discussion and debate. We do not expect that there will be universal agreement that these
are the right high-priority topics nor do we intend to claim that the set we propose is comprehensive.

2.1 Algorithmic Foundations for Autonomous Defensive and Red-teaming Ca-
pabilities

Thrust 1: Advance the algorithmic foundations for end-to-end autonomous defense
and red-teaming capabilities.

In early work at CyLab, we showed that AI-driven red teams equipped with new abstractions can
autonomously execute complex multi-stage attacks against realistic networks within minutes [77].
Similarly, early work on defensive tactics showed that deceptive strategies, if deployed correctly,
can slow down and help defeat some of these AI-driven attackers [78].

We believe that such efforts only scratch the surface of what can and will be possible with
future AI and security advances. Cyber defenses that exhibit dynamic behavior typically do so
as a result of selecting from among statically pre-defined options or using off-the-shelf AI tools
(like classifiers or LLMs) to guide attacks or defenses along previously observed paths. We believe
that future attacks will be more dynamic and unpredictable (at human scale), and so will require
similarly dynamic, flexible, and automated defenses. Hence, we believe that the cybersecurity
community’s tradition of discovering and studying incipient attacks [14] will be more important
than ever, except that it is now novel AI-enabled attack techniques (i.e., individual attack or defense
moves) and novel AI-enabled, adaptive attack strategies that we need to foresee, understand, and
build defenses against.

Our overarching goal in this thrust is to understand and improve AI and agentic capabilities for
offense and defense, including understanding cases in which defenses have relied on human time and
effort in ways that are now unacceptably slow and costly in the face of emerging AI capabilities (a
point we also explore in Thrust 3). The thrusts are interrelated, and many of the goals of this one
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cannot be accomplished without advances in systems capabilities (Thrust 2). In addition, many
specific concerns are shared across multiple thrusts, such as the need for resource efficiency and
avoiding vendor lock in.

Task 1.1: Investigate the limits of existing AI capabilities (including LLMs) as a basis for
autonomous defense and red-teaming capabilities.

AI has been used for many cyber defense tools, from spam and intrusion detection [26] to
malware detection [76], finding vulnerabilities in source code [1,18], and penetration testing [5,24,
45]. These uses of AI typically have one or more properties that make it uncertain how effective
they would be against AI-powered dynamic, machine-timescale attacks. For instance, ML models
may require periodic retraining and may be successful only when tested against previously seen
attacks.

This characteristic is particularly relevant for security solutions that leverage LLMs, e.g., for
tasks like bug-finding or red teaming (e.g., [83]). The LLM-powered tools are often effective at
achieving their goals, but it is frequently unclear to what extent this success is due to the LLMs
having been trained on the exact instances of the problems they are asked to solve. And because
frontier LLMs’ capabilities often increase substantially (though not monotonically) from generation
to generation, the effectiveness of many tools is often evaluated only with respect to specific versions
of specific vendors’ LLMs, leaving uncertainty about the tools’ utility with other vendors’ LLMs or
future versions of LLMs.

Hence, we believe the first set of tasks related to building better AI-powered defenses is to
develop a more foundational understanding of the limits of current tools. How often do current
state-of-the-art defensive tools achieve excellent performance only in contexts that their constituent
models have encountered in training? How do they fare against truly novel attacks and attacks that
adapt at machine timescales? How fundamentally novel can new attacks be compared to the attacks
that are used as part of the training data of existing tools? For tools built on LLMs and other
large models, what specific properties of the models or training data are responsible for the tools’
success? What approaches to leveraging AI components generalize better across different vendors’
offerings? What are the cost-benefit tradeoffs of using LLM-based tools, e.g., taking into account
their inference latency, resource requirements, and potential additional third-party dependencies?
To what extent can the apparent benefits of using large, vendor-specific LLMs be achieved by more
lightweight, open-source models?

Task 1.2: Create new AI-enabled strategy capabilities and attendant abstractions for defense and
red-teaming.

To create the next generation of more flexible AI-based defenses and red-teaming tools, we
believe advances are needed both in strategy (how tools marshal or assemble a set of predefined
steps or moves into an effective attack or defense tailored to a specific adversary) and in techniques
(the atomic steps that are the building blocks of an attack or defense strategy; we use “techniques”
roughly consistently with the MITRE ATT&CK framework’s usage of the term) [23].

In regards to improving tools’ strategic capabilities, we believe that the next step in their
evolution is to develop defenses and red-team tools that do fundamentally more than select from
among options pre-defined by experts. Reinforcement learning (RL) has been underexplored as
a method to allow security tools to develop strategies that go beyond what human experts have
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envisioned or that could automatically incorporate the behavior and impacts of attacks that had
not yet been imagined when the tools were created. We believe that RL and other AI techniques
that have not been consistently explored in cybersecurity will be among the key drivers of advances
in attack and defense tools’ strategic capabilities. As one example, we envision the need to extend
existing ideas from game theoretic modeling in cybersecurity to be applied in a truly integrative
fashion to end-to-end realistic scenarios (e.g., [13, 57]), and empirically validate the theoretical
predictions and findings (Thrust 4).

We expect that many future defenses will consist of autonomous agents that will interact among
themselves, not just with human operators. Hence, a substantial concern arises in the composition
of autonomous agent actions; e.g., provable establishment of shared responsibility, of conflict reso-
lution, and accountability of autonomous agents. Questions regarding agent trustworthiness [72],
not merely resiliency to a growing number of attacks in vulnerable systems and networks, should
be answered before deployment and hence agent accountability can be established. Large classes
of security problems arise from agent interactions, e.g., the security of emergent properties in ad-
hoc networks [36]. Some such properties are decidable and can be established computationally,
e.g., secure routing and connectivity, detection of node-replication attacks [67]. Overall, effectively
securing end-to-end systems will require securing these autonomous agent interactions.

Exploring these new AI-enabled strategy capabilities will also require solving challenges in gath-
ering data quickly and at scale (Thrust 2), devising methods and incentives to share information
among stakeholders, and understanding how to incorporate human input and oversight into auto-
mated tools (Thrust 3).

Task 1.3: Create new AI-enabled techniques (i.e., individual actions) for risk assessment and
proactive risk mitigation.

Whereas the previous task focused on better using existing techniques (i.e., better strategies
built from known actions), a separate task is to improve those techniques and to devise new ones to
achieve similar goals. In recent years, AI-enabled tools have demonstrated promise in creating new
instances of specific techniques, such as finding 0-day vulnerabilities [15, 31] and creating exploits
for such vulnerabilies [1], and even automatically creating patches [54, 83]. While some such tools
have already become a useful part of broader defense or red-teaming toolkits [18], we believe that
there yet remains significant untapped potential to create much more capable actions in many areas,
including for code analysis and repair tools that only minimally require humans; for reconnaissance;
for deceptive defenses; for remediation actions (e.g., quarantine).

As AI-enabled capabilities change how systems are built and defended, it will be particularly
important to balance innovation with a careful assessment of potential unintended side-effects. For
example, AI code assistants have been shown to significantly increase the ability of programmers
to complete many tasks, including related to security; but recent work has also shown that this
performance may come at the expense of creating new bugs, both obvious and subtle [28,47,68,95],
security vulnerabilities [69], and increased technical debt [42]. All of these side effects, if not
contained, could lead to the creation of systems that are fragile in new and unexpected ways.

One way to enable innovation while avoiding unintended side-effects is to add guardrails to new
techniques from the outset, so that AI-driven behaviors are constrained. How to do this, and how
to do it while allowing sufficient freedom to generate beneficial unforeseen solutions is one of many
open research problems. In the context of code generation, however, we see promise in techniques
from the formal methods community, which would allow humans to provide specifications for the

8



code they want, and then require the AI to produce both the code and a proof that the code meets
the specification [87]. Historically, producing such proofs required considerable human effort, but
LLMs are increasingly capable of doing so autonomously [88]. Research and investment in this
direction could lead to AI-generated code that exceeds the quality of traditional human-generated
code.

2.2 Develop new data-plane and control-plane capabilities in support of cyber
autonomy

Thrust 2: Advance the state of art of computing systems for data processing, net-
work management, and control as we move toward a realm of autonomous operations.

We have made significant advances in software-defined orchestration [32], telemetry collection
and processing [80, 90], and experimentation capabilities [3, 4]. Autonomous, machine-timescale
defense systems will need corresponding advances in infrastructure capabilities and novel teleme-
try collection and processing, computing, and communication systems advances to enable the au-
tonomous capabilities that arise out of the previous research thrust.

This will naturally push the boundaries of existing capabilities on several dimensions: (1)
scalable telemetry and log analytics to achieve low cost, high scale, and low latency [10, 90]; (2)
novel software-defined data-plane and control-plane capabilities for real-time policy enforcement
across complex environments [32]; (3) novel sandbox, staging, and verification systems for the
security teams to be able to quantify and verify the risks involved with deployment [86]; and (4)
novel capabilities for advancing emulation systems for what-if analysis and “sim2real” (e.g., [44])
datasets for training models. We elaborate on each of these challenges next.

Task 2.1: Design reliable and scalable real-time telemetry and data analytics capabilities that
can take in real-time telemetry and other enterprise contextual data to inform autonomous defenses.

Even today, security systems generate enormous amounts of traces and log data. Finding
interesting patterns is a needle-in-the-haystack problem that entails significant cost, complexity,
and blind spots. Defenders face an overwhelming volume of alerts, with extremely low signal-
to-noise ratios and average response times measured in weeks. Existing approaches for telemetry
collection and processing do not scale to the complexity or automation level of next-generation
threats.

While there are many concurrent efforts to build new advanced instrumentation capabilities
(e.g., [46]), AI-driven log processing (e.g., [94]), telemetry analytics (e.g., [93]), and AI-driven SOC
triage playbooks (e.g., [12]), there are still fundamental gaps in creating expressive and efficient
solutions that can simultaneously achieve high accuracy, low cost, and low latency at high scale.
Similarly, we need mechanisms to analyze large volumes of historical data to continuously under-
stand failure patterns to improve capabilities in a self-learning loop (e.g., [17]).

At a high level, existing frameworks for data collection, storage, and processing have largely been
derived from a classical relational model of data processing [16,90] intended for human consumption.
However, the data platforms behind these frameworks are increasingly queried and consumed by
autonomous agents that iteratively discover and interpret underlying data, rather than by humans
who manually inspect results and refine queries [52]. We need to understand to what extent existing
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data management methods can support the expressivity and efficiency needs of autonomous and
agentic security operations in the future and develop new foundations for such future workloads
(e.g., [30, 41,60]).

We envision the need for novel abstractions and systems for telemetry collection, transmission,
storage, and analytics processing that can simultaneously achieve high accuracy, low cost, high scale,
and low latency. This raises a number of challenging questions. For instance, can existing data
warehouse systems handle the stateful and context-aware monitoring needs of autonomous security
systems? What kinds of expressive and efficient data analysis foundations do we need to handle
future security-specific query and analysis workloads to balance cost, scale, and efficiency, without
sacrificing accuracy? What intermediate representations do we need to transform raw telemetry
into structured context and state that both analysts and agents can reason about, and connect this
with relevant enterprise context (assets, identity, vulnerabilities, and historical behaviors)?

Task 2.2: Design and evaluate advanced and contextual software-defined control plane orchestra-
tion systems to support autonomous operations.

Today, many defensive capabilities rely on relatively static and coarse rules (e.g., static firewall
policies or quarantining compromised hosts). As defenses become more autonomous, we see both
novel opportunities and novel challenges. Unlike human operators, autonomous defenses could
be better equipped to deploy more fine-grained and dynamic orchestration (e.g., triage, analysis,
response, recovery) and may use more advanced capabilities than the coarse ones today.

For example, we can imagine more personalized, stateful, and context-aware guardians for
every single host or application orchestrated by a central SOC [32, 89]. Similarly, while deception
today is used in a fairly narrow use case (e.g., honeypots for intel), we can imagine autonomous
defenses dynamically deploying novel deception capabilities to deter, slow down, and distract AI
attackers [6, 33,85].

Supporting such an architecture for real-time explainable responses and global policy enforce-
ment across complex environments raises new questions and will need new advances in control
and data plane capabilities. For instance, what dynamic host- and network-based monitoring and
enforcement capabilities are needed to enable advanced autonomous and personalized defenses?
Can existing software-defined orchestration controllers handle the real-time responsiveness needs
of future defenses? How should the capabilities at the host and network layer be exposed to AI
planning agents? How can we do this in an efficient and scalable way for large deployments?

Task 2.3: Develop systems with built-in guardrails and protections from autonomous systems
misfiring.

Analogously to outsourced management, using autonomous systems for red-teaming, patching,
remediation, and system management may incur new risks due to (un)intentional policy violations
introduced by agents. When rolling out AI defender agents, it is important for the security team to
be able to quantify and verify the risks involved with deployment. This raises interesting challenges
for policy frameworks, and testing and verification systems, as well as system design. For instance:
can existing testing and verification mechanisms test for potentially non-determinstic behaviors in
such complex autonomous operations in mission critical settings [75]? Should we design “verifiable-
by-construction” abstractions and systems for expressing defense and red-teaming approaches [86]?
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2.3 Human Factors and Stakeholders

Thrust 3: Understand and accommodate human-factors constraints—and take ad-
vantage of operator expertise—in designing, implementing, and operationalizing
autonomous defenses.

Although some future AI-powered defenses may be completely autonomous, we envision that
most benefit will come from tools that keep humans in the loop, whether to gain human authoriza-
tion or seek human insight at critical points, or because the tools’ purpose is to magnify human
effort rather than replace it.

Task 3.1: Understand and accommodate operator requirements and needs for deploying au-
tonomous and near-autonomous red teams and defenses.

A common reaction by practitioners to the suggestion that red-team exercises against real
enterprise networks should be entirely automated is to push back, asking for automated tools to
allow operators to examine proposed actions and to confirm that they won’t harm the network
that is being tested. We envision that most AI-enabled defenses or defense tools, even when semi-
autonomous, will need to occasionally or regularly interact with human operators. In addition to
interactions that are about seeking permission, we expect that operators will also often wish to
give instructions that can help better direct the efforts of semi-autonomous tools, e.g., to focus a
red-team exercise on a particular sequence of steps that will test newly deployed defenses.

Yet other interactions between AI agents and operators might serve to overcome the limitations
of AI agents, which will lack the contextual awareness (i.e., conscious cognition) to understand
the non-computational effects of attacks or defenses at machine speed, in real time. For example,
emergence of some security properties cannot be decided computationally; e.g., reaching a future
network state from an arbitrary state with a given set of commands [37, 40], establishing trust in
networks of humans and computers [38]. Hence, an overarching challenge is to design cyber security
mechanisms that augment autonomous AI agents with human operator decisions to achieve effective
defenses in enterprise networks.

Substantial additional research is needed to determine when human operators should be con-
sulted, what information needs to be presented to them to make decisions, and how that information
should be structured. The answers to these questions will often be parameterized by human cog-
nition and knowledge, but the needed interactions will sometimes be required by regulations or
business processes. A critical part of providing sufficient information to operators will be explain-
ing specific AI-driven actions and decisions. This has already been a topic of a large body of work
(see [27]), including in the cybersecurity domain (see [62]). However, many AI algorithms remain
resistant to useful explanations for their decisions being derived. More research is needed to im-
prove these capabilities; alternately, choices of AI building blocks might need to be made on the
basis of the ability of those building blocks to support adequate explanations.

Understanding how semi-autonomous tools should interface with operators goes beyond indi-
vidual interactions: tools will need to instill in their operators a comprehensive understanding of
what they have accomplished thus far during an engagement and how the specific touch-points that
involve operators are necessary for success. These topics, sometimes discussed under the moniker
human-machine teaming, have already been examined in prior research. However, understanding
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them well enough for that understanding to be reflected in effective tool features is still an open
question.

Task 3.2: Develop tools that improve the effectiveness of cyber defense operators and researchers.

Even in a future where autonomous defense tools are necessary and ubiquitous, many defense
measures will still be designed and implemented by people. A challenge in developing new defenses
is that they can be complex and tedious to implement, e.g., they may require new telemetry
infrastructure and may need to be built up from low-level APIs [73]. Recent work has shown, for
example, that even simple new deception defenses can take thousands of lines of code to program
and that adapting their implementations to even slightly different environments is laborious and
error prone [78]. We believe that new programming and operational tools are needed to make it
easier for defenders and researchers to quickly design and implement new defensive strategies.

Such future tools may enhance security experts’ design and development capabilities by offering
them more convenient abstractions specifically geared to ease the creation of security mechanisms,
such as our preliminary work has already suggested for the design of modular, easily extensible
deception techniques [78]. It may also involve the development of vibe coding agents and harness
engineering techniques [56] that are specific to programming and deploying cyber defenses.

Task 3.3: Devise frameworks and incentives for sharing environments, datasets, attack scenarios,
and best practices.

Both ML- and even non-ML-based security tools need often high volumes of data for training and
configuration [21, 59]. Without adequate data or fine-tuned models or configurations, potentially
useful defense tools might be ineffective. Even prior to the rise of AI-enabled defenses, this has
been a problem: For example, password strength estimators need training data or expertly designed
configuration files, neither of which are included with the tools as distributed; instead, these are
frequently considered the “special sauce” of individual experts.

As AI-based defenses become increasingly important, widely sharing the data, trained models,
tool configurations, and tool evaluation results becomes imperative for defenses to be successful.
This is particularly the case because individual organizations seeking to defend themselves might not
themselves observe in detail many instances of the harmful behaviors they seek to protect against.
This problem has also been recognized in other industries, leading to, e.g., the Department of
Transportation to require car manufacturers and operators to share incident data from cars that
use automated driving systems or driving aids [63].

Ensuring that cyber-defense-related artifacts can be shared freely enough to enable robust
defenses is a socio-technical problem. Additional research can help create technical means to
share artifacts in an integrity- and privacy-preserving fashion. Can we build models that avoid
memorizing their training data and so can be shared without fear that they will divulge business
secrets? Can we create methods to share tool test results so that they cannot be falsified? Can
we design tools so that their configurations or components of their configurations are sufficiently
separate from the details of organizational networks that sharing the configurations won’t leak
business secrets?

Beyond the technical innovation, we believe that creating regulatory or other incentive-based
structures to promote sharing will be necessary. Not all such structures need to be imposed via
external requirements; we may be able to design cooperative defense mechanisms that explicitly
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Figure 3: The final thrust is creating and maintaining a neutral Cyber Autonomy
Arena enabling the broader community to contribute and evaluate novel ideas, and
advance the science via datasets and benchmarks.

incentivize enterprises to join because doing so improves their own defensive posture.

2.4 Cyber Autonomy Arena for Capability Evaluation and Advancement

Thrust 4: Create and maintain a neutral, end-to-end arena for evaluating emerging
AI offense and defense capabilities in realistic environments.

Many disciplines in computing have been accelerated by the creation of community bench-
marks, leaderboards, and tournaments (e.g., [11, 25, 43, 61, 71]). For example, in computer vision,
ImageNet [25] dramatically accelerated the rigor of algorithm evaluation. In the systems commu-
nity, the creation of benchmarks such as SPEC [43] and TPC [71] provided a common ground
for scientific advances. In the AI domain, the emergence of benchmarks has provided a basis for
community-wide evaluations (e.g., [20, 48,70]).

As a security community, we need to have a grounded empirical understanding of the capabilities
of attackers, defenders, network systems and vendor tools. We argue that there is a critical need
for a leaderboard for evaluating autonomous agentic AI systems in network security.

Recall that a central tenet of our approach is the integrative philosophy. With respect to
empirical understanding, the manifests on two dimensions. First, we need to evaluate end-to-
end attack systems vs. defense systems rather than attack or defense tools in isolation. Second, we
believe that understanding the competitive interplay between attack and defense systems in realistic
environments is key to advancing the science of security. Unfortunately, existing efforts have key
limitations, e.g., they focus on CTF-style challenges or datasets for evaluating individual attack
and defense components (e.g., [76, 82]).

Today, cyber ranges for network security evaluations are limited in scale, diversity, and exten-
sibility [33,49,64,81]. We need abstractions and systems that enable creating diverse and realistic
network security scenarios. We will need to address key challenges in scenario realism and diver-
sity, and also mechanisms to accelerate the design of new challenge environments as well as novel
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strategies for attack and defense. We envision several research and operational challenges in de-
veloping and maintaining such a system. For instance, can we create an open and extensible set
of benchmark challenges and dynamically update them to avoid memorization where benchmarks
get saturated over time [79, 96]? How can we customize these evaluation settings for diverse do-
main specific needs; e.g., industrial control systems, enterprise settings, cloud microservices? Can
we incentivize and collaborate with vertical-specific ISACs to create reliable benchmarks? Given
some environments and situations may be sensitive and vendors may not reveal their proprietary
ideas, can we create zero-knowledge sharing mechanisms (e.g., [35]) for sharing results from private
environments that can nevertheless inform the public benchmarks and overall policy?

3 Call For Action

Our vision here is that this research endeavor and community effort will create foundational algo-
rithms, systems, open source artifacts, and datasets for advancing the theory and practice of Cyber
Autonomy. We end with a call for action for various stakeholders and how they can contribute:

• Academics: While continuing to focus on advancing the science of individual subsystems,
we would urge academics to address the integrative posture more seriously and also come
together better as a community to create shared open artifacts and benchmarks rather than
working in silos.

• AI-model vendors: AI-model vendors have already started doing cyber evaluations of the
model capabilities [7, 65], sometimes with open benchmarks but also with private ones. We
urge model vendors to work with academia and other stakeholders to make their products
available for non-commercial evaluation in end-to-end settings.

• Security-solution vendors: Security vendors can contribute to the public benchmarks and
realistic evaluations, and also provide neutral access to closed-source solutions for end-to-end
evaluations to academics and non-commercial stakeholders.

• Infrastructure vendors: Running such community benchmarks is a non-trivial task both in
terms of the capital and operating costs. Providing access to infrastructure (e.g., cloud, GPU
hours) or support to keep the cyber autonomy arena operational will be extremely valuable.
Infrastructure vendors are also likely a constant target of novel attacks so they can also
provide valuable intelligence on emerging threats both against the infrastructure and their
customers’ infrastructures.

• Federal agencies and philanthropic foundations: The algorithmic, system, human factors,
and data advances should be viewed as a digital public good [84] and there should be more
community-wide investment in creating and advancing the foundations described here.

• Policy think tanks: While many of the advances will remain technical, policy think tanks
serve as a critical bridge between the technical advances and the socioeconomic impacts and
help articulate the implications of Cyber Autonomy to relevant decision makers.

• Security operators: There is a significant disconnect between the state of research and state
of practice when it comes to operational science and wisdom. Operators can help better
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inform the research by documenting best practices and novel operational strategies. Analo-
gous to sharing of IoCs, sharing playbooks in reacting to incidents and hosting students and
researchers in SOCs as trainees and partners will help better bridge the theory-practice gap.

• Software developers: AI is already changing the software development life cycle, but as we
move toward autonomous agentic workflows in the SecOps lifecycle as well, it is also worth-
while for developers to think about the end consumers of their artifacts; e.g., making tools
more amenable to agentic systems for test, verification, and usage and also potentially think-
ing about more declarative abstractions to help the human actors make sense of intents.
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