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Abstract time, labor, and expense. These costs are multiplied by
Election audit procedures usually rely on precinctthe complexity of the ballots in many elections, which

based recounts, in which workers manually review allmay include dozens of contests. In a trial recount of
paper ballots from selected polling places, but these rea DRE paper trail performed in Cobb County, Georgia,
counts can be expensive due to the labor required. Thigorkers took an average of 5 minutes per ballot to audit
paper proposes an alternative audit strategy that allow876 votes at a total cost of nearly $3,0@0. [Unless ef-
machines to perform most of the work. Precincts areficiency can be improved, performing a similar recount
recounted using recounting machines, and their outpudf 3% of precincts in New Jersey could cost more than
is manually audited using efficient ballot sampling tech-$200,000. Slow, expensive manual recounts limit the
niques. This strategy can achieve equal or greater coffevel of confidence that can be achieved within a fixed
fidence than precinct-based auditing at a significantlyelection budget, and they may delay the detection of er-
lower cost while protecting voter privacy better than pre-rors until well after election results have been announced
vious ballot-based auditing methods. We show how toand losing candidates have conceded.
determine which ballots to audit against the recounting In this paper we propose an alternative audit strategy
machines’ records and compare this new approach t¢nhat substantially reduces these costs by using special-
precinct-based audits in the context of Virginia’s Novem-ized machines to automate most of the work of recount-
ber 2006 election. Far fewer ballots need to be auditeghg paper ballots followed by a manual audit of the ma-
by hand using our approach. We also explore extensionghine results. The problem with machines, of course,
to these techniques, such as varying individual ballotsis that the ones used for the recount are not necessarily
audit probabilities based on the votes they contain, thainore trustworthy than the ones used in the initial count.

promise further efficiency gains. They may be useful for catching inadvertent errors (es-
pecially if they use a different technology and indepen-
1 Introduction dently developed software), but a determined attacker

could still target both sets of machines. What we desire

Security analyses of computerized voting systems, inis software independence—an assurance that any tamper-
cluding DREs and optical scan machines, have exposeihd with the machines will not cause undetected changes
numerous vulnerabilities that could compromise the int0 the election outcomel]l]. To achieve this, we pair
tegrity of elections performed using these devices (ge [ recount machines with efficient statistical auditing tech-
5] and references therein). One proposed defense againdiques that allow humans to confirm that the election out-
such attacks is to produce voter-verified paper record§ome is correct.
and audit them to ensure that they support the totals Statistical “ballot-based” audits are an alternative to
claimed by the machines. manually recounting every ballot from selected precincts.

The most common auditing method is the precinctWorkers sample from all the paper ballots in all precincts
based audit3, 9, 10, 12, 13], in which workers count all and use the sample to assess the accuracy of the origi-
paper ballots from selected precincts and compare the réal count. Ballot-based audits tend to be more efficient
sults to the reported precinct talliédJnfortunately, per-  than traditional precinct-based audi [since fewer bal-
forming precinct-based audits can require considerabléots need to be recounted to achieve the same level of

1H.R. 811, now under consideration in Congress, would mandate an the margin of victory. However, the bill permits alternative recount
complete manual recount of 3%, 5%, or 10% of precincts, dependingnethods so long as they provide an equivalent level of confidetice. [



confidence in the result. For example, in a state-wide  find that it enjoys significant gains compared to the
race in New Jersey, fewer than one ballot per precinct  traditional precinct-based approach. (Secdpn
(4,599 ballots total) would need to be sampled to achieve i ,
99% confidence that the outcome had not been shifted by * We ;ugge;t several extenS|o_ns to addre_s_s pracFlcaI
more than 0.2%. By contrast, over 150,000 ballots (6.9%  considerations and to further improve efficiency, in-
of precincts) would need to be recounted using standard ~ ¢luding @ means of using knowledge of ballot con-
precinct-based audits (e.gL3) to achieve the same con- tents to reduce the sample size. (Sectipn

fidence. _ We present additional details in the full version of this
Neff [8] and Johnson§] were among the first to pro- paper, available atttp:/itpolicy.princeton.edu/voting

pose combining ballot-based audit techniques with elec-

tronic voting. Neff assumes that the voting machines . . .

link each paper ballot to its electronic counterpart us—2 Machine-Assisted Auditing

ing, for example, a unique identifier printed on the pa- . . L
k . We propose replacing manual precinct-based audits with

per ballot and stored with the electronic ballot. Whenmacphin%-assisfe d aug dits Polﬁ) workers. rather than re-

voting is complete, each precinct commits to its set of ' ’

electronic ballots, then demonstrates that the paper baounting ballots mgnually, feed_them_ through a_spemal-
zed recount machine that functions like a combined op-

lots in a given random sample match the corres ondinﬂz. . )
g P P ical scanner and printer. As it scans the contents of each

electronic ballots. o . . .

The primary weakness of this method is that it estabp"."”m’ it prints a unique serial number that is store_d along
lishes the link between electronic and paper ballots at th ith thi ballot rc;ontents. AL th?. enc:c of the scanmr;]gbprlcl)-
time that votes are cast. This raises problematic voter pr§ess,ht € r_nﬁch mt? Icl)ut’puts 'al Ist obvote}shon each ba |Ot
vacy issues. For example, if the ballots are linked usin ogether with the ballot's serial number. Ifthe recount tal-

. . A : ies differ from the initially reported electronic count, dis-
sequentially increasing serial numbers, observers couich . ally reported ele L
crepancies clearly exist and a wider investigation should

rrel Y, with the order in which they wer .
correlate votes with the orde ch they were CaStbe conducted. If both tallies match, the workers per-

which can reveal the identity of voters. While a cryp- form a secondary audit to check the accuracy of the ma-
tographic link might protect privacy, opaque, rar'dom_chine’s recount. They first quickly flip through the pile of

looking identifiers printed on ballots may provide covert numbered ballots to ensure that it increases sequentiall
channels for leaking voter identities. Even if used Sei‘rom one to the renorted ballot total without rg chts y
curely, they might aid malicious parties who seek to in- P P :

timidate voters by undermining their confidence in theThey then take a random sample of the electronic bal-

; . lot records, retrieve the corresponding paper ballots, and
secrecy of the ballot. Our audit strategy postpones Imkverify that they match.

ing paper and electronic records until the recount phase,” .. .
which allows it to achieve equivalent confidence without _Smc_e the ballots_ are serlallzgd and fed out of th.PT ma
chine in order, retrieving a particular ballot for verifica-

jeopardizing privacy or resorting to cryptography. : ) : L
Johnson alternatively proposes delaying both vote talt-IOn requires very little effort. The most S|gn|_f|can_t labor
lying and serial number printing until after all ballots reql::[iecli Tdayrige tio cr;ec:;foi:] r?peats, V\rlh'Ch given se-
are submitted, allowing voting machines to be simple,que ajordering, IS arapid singie-pass process.
memory-less ballot printers6]. Voters submit their In practice, separate devices may be used to perform
Gthe printing and scanning functions of our proposed re-

ballots, which, once polls close, are randomized an L unt machine. When voting is complete. a printer de-
scanned/tallied. The tallying machine is therefore able”. j 9 plete, a p

to print serial numbers while scanning without privacyV'Ce CO?'? placenﬁe?al nlljénrberj (t)kr: ﬂ:]e rlcr);':ll)llorts, ?n: ﬂ:/\?i?h
risk. Unlike Johnson, we assume that the voting mad Separate scanner could read the numbers along
the votes. In precincts utilizing optical scan machines,

chines maintain an electronic tally, which helps deter roperly desianed machines could perform both the ini-
traditional attacks against paper-based voting, such 1al F;ouynt anéJ the recount: this o Eon decreases costs
ballot-box stuffing, and, as we will show, provides op- j P .

but reduces redundancy. If the same machine performs

ortunities for improving the efficiency of the audit. - -
P P g Y counts, recounts, and printing, officials must have some
Our main contributions are:

. ] 2Depending on circumstances, an appropriate response might be to
e We propose a novel audit approach wherein ballotsnspect the corresponding machines, other machines of the same model,

are recounted using recounting machines, and theipther ballots in that precinct, etc. A comprehensive set of precise re-

. . . _sponses to various circumstances is beyond the scope of this paper, but
output is manually audited by humans using ballot we note the importance of establishing procedures to avoid partisan

baSEd aUdItIng teChanueS. (SeCtI@m’ld?)) b|ckenng if discrepancies arise.

. . 3This check helps protect against collusion between voting and re-
o We evalu_at_e the efficiency of our methOd using datacount machines, as described shortly. A more efficient means of ensur-
from Virginia's November 2006 elections, and we ing that the number of paper and electronic ballots match may exist.


http://itpolicy.princeton.edu/voting

means of mechanically disabling the printer while pollstronic tally regardless of the true paper ballots. The ma-
are open, such as removal of the printer head. Printershine may even collude with other parties by omitting or
also must be physically unable to alter the record of theprinting incorrect serial numbers on paper ballots to hide
vote on the ballot. They could be designed so that theerrors. For example, a voting machine may print addi-
cannot reach outside of a predefined empty margin otional paper ballots with desirable votes, and a recount-
ballots, or they could utilize a kind of ink that would be ing machine may reuse serial numbers on certain unde-
immediately apparent when ballots were inspected. sirable voter-verified paper ballots to effectively replace
them with the additional ballots. The manual check of se-

Security The redundancy of combining electronic and rial numbers detects duplicate or omitted serial numbers
paper-based systems increases the security of the ov@nd ensures that the number of paper ballots matches the
all system. With high probability, the manual audit pro-©tal reported number of electronic ballots. -
cess detects any discrepancies between the sets of eleclf no errors are detected before the sampling phase, we
tronic and paper ballots that are substantial enough to inknOW that we have a set of electronic ballots from the re-
pact the election’s outcome. Because the process check@unt machine that support the initial electronic tally and
the correspondence between the sets of ballots, measur@8 equal-sized set of paper ballots with corresponding se-
improving the integrity of either set increase the overfial numbers. We designed the sampling process specif-
all integrity of the election result. Since both the elec-ically to detect discrepancies between these sets signif-
tronic and paper ballot sets must remain similar for a disicant enough to affect the election's outcome. Unless
crepancy to avoid detection, combined systems are mor@n €rror or adversary modified both the initial electronic
likely to detect malfunctions, and they increase the sotally and the paper ballots, the manual audit should catch
phistication necessary to commit fraud. any remaining errors with a high level of confidence.

For an error to go undetected, the voting machine must

report an incorrect electronic tally, the recount machinepri\,aCy Our technique avoids many of the privacy is-
must support the incorrect tally, and the manual audit progyes inherent in some earlier ballot-based audit methods
cess must not detect a discrepancy between the paper afitht involve placing identifiers on ballots during the vot-
electronic ballot records. ing process. In our technique, the ballots do not receive
A malfunctioning or dishonest voting machine may serial numbers until the recount phase, so they are likely
add, subtract, or switch votes to introduce errors in itSig pecome at least partially reordered before being num-
electronic tallies. If election officials maintain an ac- pered. Well-designed ballot boxes and cut-and-drop pa-
curate sign-in list for the precinct, any significant dis-per trail systems assure that the papers are somewhat
crepancy in the total number of reported votes will bespyffled as they are inserted. Since voters widely trust
detected. Therefore, the voting machine is limited tothese methods to frustrate correlation with voter check-in
switching votes from one candidate to another. times, this provides significant practical privacy benefits.
For a recount machine to support an incorrect elecshould alternative ballot shuffling methods offer greater
tronic tally, either the set of paper ballots must matchpotection, officials may substitute such methods without
the incorrect ta”y, or the machine must fail to detect amodifying the audit process. In any case, the recount ma-
discrepancy. The set of paper ballots can only match th@hine has no more information about the order of votes
tally if either the voting machine printed an incorrect setthan would workers performing a manual recount.
of paper ballots or another party modified that set. If vot-  another benefit of this technique is that a voting ma-
ers generally verify their paper ballots, the ballot box will chine need only maintain tallies rather than electronic
likely contain at an accurate paper ballot for most votersgpies of individual ballots. Thus, voting machine de-
Whe'n. poIIs.cIose. While the voting machine may print signers do not need to worry about properly shuffling
additional, incorrect ballots, this would cause the numbegectronic ballots to protect voter privacy or about main-
of paper ballots to exceed the electronic vote total, Whicﬂaining storage for those ballots. However, if the same
mirrors the number of voters, so an accurate recount Manachines perform counts and recounts, they must have

chine would detect this discrepancy. The simple, sequersome means of attaching extra memory during the re-
tial nature of machine-assisted auditing also reduces oRuynt for storing the ballot scan resullts.

portunities for adversaries to modify paper ballots during

the audit. Assuming that no adversary can modify the set

of paper ballots after polls close, only recount machine3 What to Audit

malfunction, whether accidental or malicious, would al-

low the discrepancy to go undetected. Due to the popularity of plurality voting systems in
A malfunctioning recount machine may report incor-the U.S. we exclusively consider those systems, though

rect electronic ballots that agree with any incorrect elecmachine-assisted audits may be useful in many other vot-



ing systems. With plurality voting, voters may choose aremaining required ballots from the full pool in all re-
number of candidates equal to the number of seats avaitounted precincts.
able? If k seats are available, voters may select up to
k candidates, and candidates receiving thektapte to- : :
tals are the victors. This definition is an extension of the?"2 Varying Sample Size Method
familiar single-seat contest. Rivest [LO] proposes an efficient precinct-based auditing
An audit process need only sample enough ballots taechnique in which, rather than drawing a given-size sam-
confidently detect the minimum amount of fraud that ple from the population of precincts, auditors instead ran-
would have affected the election’s outcome. To moddomly select each precinct with a given probability. The
ify the fewest ballots while changing the outcome, ansame idea is also useful in the context of ballot-based au-
adversary would swap the positions of the losing caneliting. Assume that, to change the results of an election,
didate with the most votes and the victor with fewestthe set of ballots must contain a minimumBfbad bal-
votes. Switching votes directly between these candidatefpts. To achieve a confidence level ofhat at least one
requires the fewest ballot changes, as each switch altetsad ballot will be sampled, auditors may select each bal-
the relative difference by two. To do so, the adversarylot with probabilityp chosen such thdt —p)? < 1 —c,
would take ballots with votes for candidate A but not B orp > 1 — (1 — ¢)/%.
and change them to contain votes for B but not A. There- To determine which precincts need to be audited, we
fore, we need only audit enough ballots to discover fraudmay calculate the probability that one or more of the
that alters a number of ballots equal to half the differenceballots in precinct will be sampled as — (1 — p)¥:. Au-
(rounded up) in vote totals between the “just losing” andditors may select each precinct based on the probability
“just winning” candidates. that it contains a sampled ballot. If so, officials perform a
We describe two techniques for selecting which balmachine recount in that precinct. Given that at least one
lots and precincts need to be audited. The first techniquiallot is sampled in a precinct, the probability of sam-
has the benefit of a constant sample size given the numpling £ ballots in that precinct is:
ber of ballots, the margin of victory, and the desired level
of confidence. Sample size may vary with the second ap- (W)pH(L —p)niF
proach, but that approach is more amenable to extensions 1—(1—p)vi
that we propose later.

@)

Following the machine recount, officials randomly select

3.1 Constant Sample Size Method the precinct’'s sample size based on this distribution.

The hypergeometric distribution describes the number of3 3 Comparison to the Method of Rivest
bad ballots an auditor can expect to find when sampling

without replacement. Assume that auditors desire a corAssume use of the audit method in Sectig, and let
fidence levet that no fraud significant enough to changep = 1 — (1 — ¢)'/B. The probability that precinat re-
the election’s outcome occurred. B9][given N total  quires a machine recount is therefare (1 — c)vi/ B, If
ballots and a minimum of3 incorrect ballots, the prob- an adversary can steal any number of votes in a precinct,
ability mass function of the hypergeometric distribution Rivest [L0] proposes a logistic precinct-based approach
dictates a minimum sample size, of: that yields the same precinct audit probability. For
machine-assisted auditing, however, auditors need only
_ { “IN_B—k } manually review a subset of the recounted ballots.
n=minqu|1l— — >c (1) Ri . L -
N —k ivest presents his logistic approach as a non-optimal
heuristic [LO], so the usefulness of this link seems lim-
A machine recount of a precinct is only necessary ifited. Furthermore, the percentage of votes in a precinct
a ballot will be selected for manual verification in that that one may steal without generating suspicion is more
precinct. For this method, auditors could use the initiallikely 10-20% than the 100% assumed here. In light of
electronic tallies to perform a mock ballot selection be-this, a performance comparison between Rivest's optimal
fore the machine recount. Any precinct which would Precinct-based technigues and our methods under realis-
have contained a chosen ballot given the mock seledic circumstances would be informative.
tion will undergo a machine recount. Following the ma-
chine recount, officials may rgndomly select a single bal-4 Evaluation
lot from each recounted precinct and randomly draw the

4This is a mild misuse of the term plurality system: other forms of 10 evaluate the eﬁiCier‘_Cy O_f machine-assisted aUdi_ting
plurality voting for multiple candidates exis2]f (and ballot-based auditing in general) versus precinct-

k=0




based auditin§,we consider both techniques in the con-approximately 3,928 ballots on average—39.91% of the
text of available data from Virginia’s November 2006 average total ballots. Only five of the forty-two races
elections, both for local and statewide raéds.all cases, would require a manual review of more than 50% of the
we seek a 99% confidence level. ballots with machine-assisted audits. In contrast, only six

Virginia contains 2,599 precincts and approximatelyof the forty-two races would require a reviewlegsthan
4.6 million registered voters, nearly 53% of whom cast50% of the ballots on average with precinct-based audits.
ballots during the November 2006 election. The generaPrecinct-based audits would require a complete recount
election decided nineteen issues: four statewide issuel more than half of the cases.
including a U.S. Senate race and several statewide ini- The races that are particularly difficult for machine-
tiatives, and fifteen smaller races, such as U.S. Housassisted auditing are town council, city council, and
races. In addition, voters considered numerous local baschool board races with 7/492, 5/849, 12/769, 7/246, and
lot issues, ranging from city council elections to school3/2409 margins of victory—requiring manual review of
constructions project4f]. Because auditing is typically 68.3%, 78.4%, 53.4%, 68.3%, and 90.0% of ballots re-
both more important and more labor-intensive in closerspectively. In each of these cases, precinct-based audit-
races, we focus on such races, excluding consideration afig would require a full recount.
races for which modification of 10% or more of the bal- If comparing machine-assisted audits and precinct-
lots would have been necessary to change the outcomieased audits purely on the number of manual ballot re-
This choice rules out many of the races but leaves a satiews, these results indicate a conclusive advantage for
of 49 remaining. Seven of those remaining were generainachine-assisted audits.
election issues and forty-two were local issues.

The remaining general election issues include a U.S .
Senate race with a margin of victory of 0.39%, four 5 Extensions

U.S. House races, a race for the Virginia House of Dele-

gates, and a state constitutional amendment. For thodgne way to further reduce the number of ballots that need

races, machine-assisted auditing would require a maj° P€ Verified by hand is to take into account the bal-

ual review of approximately 437 ballots on average—°t contents when sampling. Consider a two-candidate
0.06% of the 796,469 average total ballots. Only theMmayoral race in which electronic results indicate that Al-
smaller House of Delegates race would require review ofS beat Bob 10,001 to 10,000. Traditional audit tech-

greater than 1% of the ballots (1.05%), and five of severiaues would require that officials consider ballots con-

races require audit rates under 0.1%. Precinct-based a@ning votes for either candidate even though the pri-

diting would review approximately 177,849 ballots on mary objective is to discover whether any votes for Alice

average—22.33% of the average total ballots. In eacfihould have been for Bob. Examining only ballots re-

case, precinct-based auditing requires an expected hamgrted to contain votes for Alice could cut auditor work

count of more than 42 times as many ballots. The closely?early in half, as auditors seek to discover an equivalent

contested U.S. Senate race would require review 01‘2,33?”1Ount O_f fraud_ in a far smaller pOQI of ballots. "_1 any
of 2,370,445 ballots with machine-assisted auditing andWo-candidate single-seat race, auditors may restrict their

1,141,900 ballots on average with precinct-based audif;onsideration to the subset of ballots claimed to contain
ir;g ' votes for the the winning candidate. By considering the

While less overwhelming, the results for local ballot contents of ballots, officials may reduce the number of

issues are highly favorable as well. In this case, machim%]anual _verificati_ons required in nearly any race. In the
assisted audits would review approximately 224 ballotsUII version Of. this paper, we generahze these |dr_eas to
on average—2.28% of the 9,842 average total ballotd2C€S with arbitrary numbers of candidates competing for
Precinct-based audits would require manual review oY number of §eal7$. .

The full version of this paper also presents a number

SFor machine-assisted auditing, we use the techniques in Se®f additional methods for increasing the efficiency, prac-

tion 3.1 For precinct-based auditing, we use the methods and assumpicality, and utility of machine-assisted audits:
tions in [13]: auditors choose precincts uniformly at random, an ad-

versary may switch no more than a set percentage of the votes in a ¢ We suggest existing work and tweaks to our tech-

precinct without arousing suspicion (we use 10%), and the adversary . - . .
may switch votes in the largest possible precincts. niques to address the possibility that auditors might

5We consider all races from the available Virginia daté][ Some misread a paper ballot.
local races are absent, so we ignore those. Due to minor absences in
the data set, we assume that no voter submitting a ballot abstains from 7Similar tricks may also be useful given only reported initial elec-
voting on an issue and that voters for multi-seat races submit multipletronic vote tallies: for example, a precinct containing only votes for
ballots rather than a single ballot with multiple selections. While theseBob could not have contributed to discrepancies affecting the election’s
assumptions slightly affect the realism of the tests, they likely had onlyoutcome, so both machine-assisted and precinct-based auditing could
a minor impact on the overwhelming results. ignore that precinct entirely.




e As some precincts may encounter delays in reportare the authors’ and do not necessarily reflect the policies and
ing results, we propose a means of using educated ofiews of DHS or DOE.
worst-case estimates to begin the audits in a timely This material is based upon work supported under a National

manner for other precincts. (We compensate appro_,Scienc_e Eoundation Gr_aduate Research Fellpwship. Any opi_n-
priately if the estimates turn out to be wrong.) ions, f|n(_j|ng_s, conclusions or recommendations expressed in
this publication are those of the authors and do not necessarily

e We argue that the possibility of occasional ma-reflect the views of the National Science Foundation.
chine malfunction need not prevent application of
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